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2014: gREAT chALLEngES AhEAD
Dear readers,

The Internet has never stopped 
growing and developing since its early 
origins and has consistently raised 
relevant challenges that trigger the 
creativity and responsibility of  those 
who feel as a part of  its history. Today 
we face a fundamental change in the 
Internet governance ecosystem sin-
ce the announcement of  the National 
Telecommunications and Information 
Administration (NTIA) of  the United 
States and its intention to transfer key 
administration functions of  the root 
zone to the global Internet community. 
LACTLD underscores its vision about 

the Internet as a collaborative, multistakeholder effort and this principle should 
prevail on its regulation, promotion and governance.
That’s why we are committed to continue our work to ensure the significant repre-
sentation of  the ccTLDs of  our region in the definition of  a proposal that provides 
safeguards and opportunities for operators with a responsibility over the DNS 
administration within their own communities.
In this context, on 23 and 24 April the Net Mundial conference was held in Sao 
Paulo, Brazil with the participation of  representatives from sectors of  85 coun-
tries. The approved Civil Rights Framework for the Internet, which establishes 
principles, rights and obligations for users and providers was approved the day 
before the conference and signed by President Dilma Rousseff  at during the ope-
ning ceremony.
Both issues are addressed in this fourth edition of  our Report. In these pages you 
will find a paper on the meeting in Brazil, the discussions that are taking place 
in the world on Internet governance and the challenges ahead. Also, an article 
about the Internet Civil Rights Framework which  contextualizes its origins and 
highlights its main features in relation to privacy, freedom of  speech, net neutra-
lity, among other topics.
Open data is another topic that is increasing its relevance and impact on the 
economy, government, business, decision making and many other aspects of  life 
of  individuals and organizations is the open data. An extensive article discusses 
the definition, value, challenges and future of  open data with regional examples.
The constant emergence of  ideas, projects and discussions facing the 25th anniver-
sary of  the World Wide Web and 20 since the emergence of  the World Wide Web 
Consortium, both initiatives by Tim Berners-Lee, which is portrayed in an article. 
Additionally, it is an honor to feature the performance of  European ccTLDs 
through the CENTR Awards initiative, where projects were selected among diffe-
rent categories (Safety, Research & Development, Marketing and Communications 
and a special mention to the Contributor of  the Year). We also especially dedicate 
this issue to greet one of  the historical Registries of  our region, as NIC Mexico is 
celebrating 25 years of  history. 
The edition is completed with a report on the evolution of  Internet Exchange Po-
ints (IXP) in the region and their links with ccTLDs. Last but not least, an article 
describing the landscape and trend of  domain names in Latin America and the 
Caribbean.

I hope you enjoy reading this new Report,
Eduardo Santoyo
Chairman LACTLD
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After the World Conference on 
International Telecommunications 
(WCIT) held in December 2012 in Dubai, 
it was hard to imagine that international 
discussions on this topic would become 
as intense as they have in 2014. 
This year, a sort of  confluence of  different 
processes, meetings and forums that 
encourage such debate is taking place. 
First, there are some processes that 
are already being finalized and which 
revision date is already defined (for 
example, the entire set of  WSIS + 10 
meetings or the IGF mandate which 
currently expires in 2015). 
Second, there are organizations that 
have a set agenda of  meetings, with 
a specific regular schedule, such as 
ITU, which will hold its Plenipotentiary 
Conference in October (such conference 
takes place every four years). There 
also are organizations like ICANN 
and IETF, which organize three annual 
meetings each.
A third dimension associated with this 
process is linked to allegations of  mass 
surveillance activities on a global scale 
by NSA and other agencies in various 
countries. This factor has triggered 
reactions from technical organizations, 
civil society, government and Internet 
governance companies concerned that 
these facts may lead to a loss of  trust 
and legitimacy of  this technology and 

have negative consequences as far as its 
use by people worldwide is concerned.
Since mid-2013, initiatives and 
statements have been developed to try to 
stop the adverse impact on the Internet. 
It is important to note that initiatives are 
being developed since the end of  2013 
in order to address the basics of  Internet 
governance in the coming times. They 
come from various organizations related 
to the usually called Internet technical 
community, and are in synergy with the 
claims of  some governments –key but 
not exclusively in Brazil– as well as of  
civil society.
In chronological order, these processes 
are the creation of  a list of  global 
and multi-stakeholder discussion on 
Internet governance, 1net.org, and 
the holding of  an also global and 
multiplayer conference called Net 
Mundial in São Paulo, Brazil on April 
23 and 24. 
A third central event held this year, 
in close connection with the above, 
is the March 14 announcement from 
the U.S. government on its intent to 
transition the monitoring of  updating 
and maintenance functions regarding 
the Internet root1. The mechanisms 
that will be used to carry out 
these consultations are still under 
construction, but will be managed by 
an executive committee representing 

the various parties involved, which will 
begin to operate in June during the 
ICANN 50 meeting in London.
  
Two historical hits 

The recently held Net Mundial conference 
has been a unique experiment in the 
young history of  Internet governance. 
This event has become a milestone as 
it showed the capacity of  stakeholders 
to create a specific venue to reach 
agreements on specific issues at critical 
times for Internet governance. 
The buzz around this meeting was 
motivated by monitoring problems 
reported by Edward Snowden, but 
as the initiative gained force, the 

NEWS

Since mid-2013, 
initiatives and 
statements have 
been developed 
to try to stop the 
adverse impact on 
the Internet.

This is a year which has multiplied processes, 
meetings and forums to encourage the debate
on critical issues for the future of  the network.

CurrENt 
diSCuSSioNS 
oN iNtErNEt 
govErNaNCE 

By Carolina Aguerre
LACTLD General 
Manager

[1] Text available at: http://www.ntia.doc.gov/press-release/2014/ntia-announces-intent-transition-key-internet-domain-name-functions.
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conference ceased to be a place for 
discussion of  surveillance and privacy 
issues and became a central space for 
people to agree on a set of  more general 
principles on how Internet governance 
should be developed and what should 
the future of  these actions to ensure 
compliance be2. 
It is also crucial to mention that this 
meeting took place in a country whose 
President, Dilma Rousseff, challenged 
the monitoring actions taken by the 
United States during the UN General 
Assembly, as well as reinforced the 
need for forums to develop concrete 
proposals to address these issues. It 
is also essential to consider the track 
record of  the application of  multi-
stakeholder governance principles in 
Brazil as in the case of  the Internet 
Steering Committee, which was a key 
figure and advisor throughout this 
meeting planning process.
The other key element was the 
announcement from the United States 
government on the intent to transition 
NTIA’s surveillance functions. As far 
as the management of  Internet root 
and critical resources related to the 
operation of  this technology (names, 
numbers and protocols) are concerned, 
this announcement may be considered 
one of  the most significant ones since 
the creation of  ICANN in 1998.  

The current U.S. government is willing 
to initiate this transition as long as two 
key requirements are met. First, this 
shift shall take place so that the new 
management is carried by the global 
multi-stakeholder Internet community 
which means, among other things, 
that it shall not take place so that 
control is handed over to others, to 
another government or to a government 
coalition. And, second, this global and 
multi-stakeholder discussion process 
shall be led and coordinated by ICANN.
This transition poses many challenges, 
though.  On the one hand, each 
involved party has a different view 

on what is at stake. But this is not 
the only difference. The variety does 
not only occur within the technical 
community, the civil society, 
governments and companies, as each 
sector currently responsible for a 
part of  the management of  critical 
Internet resources (the community of  
domain names, protocols and codes) 
also has different alternatives and 
positions. CcTLDs are direct operators 
who additionally may independently 
develop their own policies and who 
are not subject to ICANN, unlike 
gTLD who develop their policies and 
guidelines always in the framework of  
an agreement with that agency. 
A second challenge refers to determining 
the specific functions regarding both 
monitoring and operation and policy 
development. These three processes are 
key elements that must be defined in any 
new proposed management of  critical 
Internet resources. This development 
also involves a review not only of  
IANA’s functions, but of  ICANN’s, the 
organization which currently is in charge 
of  such tasks.
Last, but not least, there is the 
challenge of  relieving the demands and 
expectations of  the various stakeholders 
so that they are reflected in this process. 
It must be legitimate and representative 
of  the affected parties.

Net Mundial 
revealed the 
capacity of  actors 
involved with 
Internet governance 
to create a specific 
venue to reach 
agreements.

[2] These documents are available at: www.netmundial.org
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aNNivErSary

Ever since its creation, the goal of  the domain .mx has 
been to contribute to the development of  the Internet 
and provide the best services to its customers.

The Internet has transformed the 
way we live over the past decades.  In 
Mexico, the dream of  connecting to a 
global network began in the mid ‘80s, 
when a group of  entrepreneurs from 
Tecnológico de Monterrey connected 
a computer to the network for the first 
time in the country. And, as a result, 
several months after, the institute was 
granted the management of  the domain 
.mx, a task that NIC Mexico has been 
continuously performing for over 25 
years, with the goal of  creating a place 
for Mexico on the Internet.
In NIC Mexico, we believe that the 
network is key to the fostering of  
electronic commerce in the country, 
as it offers new business and growth 
opportunities to all those who choose to 
show the world their ideas and projects 
through .mx.
We believe that Internet is the 
innovation platform on which to build 
a better country, so, at NIC Mexico, our 
engagement goes beyond the virtual 
world as we organize Internet-related 
events, sponsor researches, join other 
Internet-related organizations and take 
Mexico’s name to international events.
We uphold the fundamental principles 
of  the Internet through governance 
models that allow making appropriate 
decisions for its development. Examples 
include the creation of  an external 
advisory committee for NIC Mexico in 
2001 and the generation of  statistical 
and geographical information we have 
inspired through the World Internet 
Project since 2011. 

Another of  our recent initiatives involved 
the coordination of  the Initiative 
Group that organized the event called 
“Dialogues on Internet Governance” in 
2013, which purpose was to encourage 
an informed participation of  Mexican 
entities in regional and international 
forums related to Internet Governance.
We also support regional and global 
Internet governance organizations for 
their proper development and compliance 
with the fundamental principles of  
the Internet and we are part of  ICANN 
and of  several other committees that 
have defined the structure of  ccTLDs’ 
participation since 1998.
During these 25 years, we have 
worked to improve ourselves, so we 
constantly enhance the stability and 
reliability of  our services.  In 2004, 
we were among the first ccTLDs in the 
world to implement a high availability 
DNS solution, known as Anycast, an 
infrastructure through which we are 
able to provide reliable services to our 
customers as well as support to nine 
ccTLDs in the region.
We believe in the human side of  
technology. In 2003, we were the first 
to create an area dedicated to listening 
to and addressing the needs of  our 
customers through our marketing 
and communications department. 
Since that day, this effort has enabled 
us to meet the expectations of  our 
customers by offering them better 
services every day. This approach has 
allowed us to maintain satisfaction 
levels above 90%.

Aware of  the importance of  the 
Internet, we have sought ways to 
support its development not only in 
our country but also in the region. 
In November 1998, together with 
five organizations in the region, we 
executed framework agreements to 
create LACNIC, which was successfully 
established in 2002.
Seeing into the future and looking 
for ways to continue to support the 
development of  the Internet in the 
region, we are committed to the highest 
in initiatives such as the creation of  
the .latdomain, meant for all Latin 
American citizens regardless of  their 
place of  residence.
Over these 25 years, we have been 
part of  the growth of  the Internet 
in Mexico and in the region and we 
are more convinced than ever of  the 
importance of  continuing to promote its 
development for the transformation of  
our country, the region and the world. 

NiC MExiCo 
CElEbratES itS 
25th aNNivErSary 

During these 
25 years, we 
have constantly 
enhanced the 
stability and 
reliability of  our 
services.

By Oscar Robles Garay
CEO - NIC Mexico
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doCuMENtS

Since 2009, a bill of  law that aims to establish a Brazilian Civil Rights Framework for the 
Internet in Brazil (Marco Civil da Internet) is calling global attention and is being pointed as 
an avant-garde proposition that should serve as an example for other countries. The Brazilian 
Congress approved the bill on April 22, 2014, immediately before the Net Mundial – Global 
Multistakeholder Meeting on the Future of  Internet Governance, which took place in São 
Paulo in April 23 and 24– and president Dilma Rousseff  used the event to convert it into Law 
12.965. This article presents a brief  history of  Marco Civil, indicates the main points of  the 
law and analyses the relation of  the law to the Internet governance structure in the country.

In 2009, the Brazilian Internet Steering 
Committee approved a resolution 
consolidating a Charter of  Principles for 
the Governance and Use of  the Internet1. 
Almost at the same time, the Brazilian 
Congress was facing the uprising of  civil 
society groups against a Cybercrime Bill 
presented by Senator Eduardo Azeredo. 
The Azeredo bill aimed to create, in 
Brazil, a legal framework for preventing 
and fighting cybercrime, inspired by 
the Budapest Convention, a polemic 
international treaty sponsored by the 
Council of  Europe and approved in 
2001, shortly after the September 11 
attacks to the twin towers in United 
States.  The bill raised serious concerns 
about privacy and surveillance among 
Brazilian Internet activists, as it 
established mandatory data retention 
for a period of  five years for all ISPs in 
the country. Alongside with that, public 
interest groups voiced concerns that 
the bill could criminalize common and 
widely accepted behaviors and could 
amplify investigation powers in order to 
enhance the enforcement of  Intellectual 

Property rights on the Internet.
The reaction to the Cybercrime Bill came 
in the form of  a proposal to regulate the 
Internet not by establishing crimes and 
penalties for its misuse, but by affirming 
principles, rights and responsibilities 
related to the use of  the Internet.
The proposal of  building a Civil Rights 
Framework for the Internet, vocalized 
by civil society groups, academia and 
Internet activists, was received with 
enthusiasm by Government officials. 
In 2009, the Brazilian Ministry of  
Justice partnered with the Center for 
Technology and Society of  the Getulio 
Vargas Foundation (CTS/FGV), to 
develop an online consultation process 
in which all the actors from Brazilian 
society would be able to identify the 
rights and responsibilities that should 
guide the use of  the Internet in Brazil.  
The result of  this process would be 
consolidated in a bill of  law.  
The draft Bill was officially named Marco 
Civil da Internet (“Civil [Regulatory] 
framework for the Internet”, as opposed 
to a “Criminal framework”). The 

online consultation was divided into 
two periods, each of  them spanning 

By Luiz Fernando moncau, lawyer 
and researcher at  Fundação getulio 

vargas, and Marilia Maciel, researcher 
and coordinator, Center for technology 
and Society, Fundação getulio vargas.

iNtErNEt
govErNaNCE aNd 
thE braziliaN Civil 
rightS FraMEWork

[1] The Brazilian Internet Steerring Committee Charter of  Principles, in Portuguese, can be found here: http://cgi.br/resolucoes/documento/2009/003 [access on April 20, 2014].

The proposal of  
building a Civil 
Rights Framework 
for the Internet, 
vocalized by civil 
society groups, 
academia and 
Internet activists, 
was received 
with enthusiasm 
by government 
officials.
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roughly 45 days. The first period of  the 
consultation involved a debate about 
general principles (broadly inspired in 
the CGI Charter of  Principles for the 
Governance and Use of  Internet), which 
then served as reference for the writing 
of  the text of  draft Bill. These principles 
were divided into three groups: (1) 
individual and collective rights (privacy, 
freedom of  speech, and access rights), 
(2) principles related to intermediaries 
(net neutrality and civil liability), and 
(3) governmental directives (openness, 
infrastructure, and capacity building). 
The draft text for the Bill, reflecting the 
suggestions received on its first phase, 
was then put under consultation for the 
second period.
Contributions were received through a 
website hosted by Cultura Digital2, an 
online platform developed by the Ministry 
of  Culture, with the goal to encourage 
the emergence of  online communities 
for the discussion of  public policies 
for the digital environment. Users were 
allowed to comment on the consultation 
texts, paragraph by paragraph, directly 
on the website. Nonetheless, blog 
posts, tweets, articles published in 
mainstream media, and institutional 
and individual contributions sent by 
email (and then made available to the 
public on the website) were also taken 
into consideration. 
Predictably, deliberations that involved 
the balance between conflicting rights 
and interests, freedom of  speech, 
anonymity, privacy, law enforcement 
and access rights were the topics of  
heated and often rich debates during 
both stages of  the consultation process. 
The process for the elaboration of  Marco 
Civil shows the potential of  the Internet 
to strengthen the participation of  
stakeholders on policy-making, in what 
is being considered a key moment for 
democracy worldwide. From the Middle 
East to the streets of  Brazil, protesters 
on the streets have shown their will 
to influence democracy more closely 
and the need to renew and strengthen 
representation. During Marco Civil 

consultations, over 2,000 contributions, 
from individual users, governmental 
and non-governmental entities were 
received. NGOs, universities, internet 
service providers, business companies, 
law firms, law enforcement agencies, 

individuals, Brazilian Embassies from 
all over the world, and many other 
participants have joined the debate. 
The openness and transparency of  the 
process, entirely conducted online, 
in the public eye, has improved the 
legitimacy of  the text. The participation 
of  several stakeholder groups has 
promoted the diversity of  opinions 
and the availability of  high quality 
information and expert advice, which 
have helped the government to draft a 
balanced bill.3

The final text that emerged from the 
consultation was presented to the 
Brazilian Congress in August, 24, 
2011. It was divided into 5 chapters, 
concerning: (1) Preliminary Provisions; 
(2) User Rights and Guarantees; (3) 
Provision of  Connection Services and 
Internet Services; (4) The Role of  
Public Authorities; (5) Final Provisions. 
The bill presented began by advancing 
users’ rights and some general 
principles for the regulation of  the 
Internet before dealing with the issues 
of  the preservation of  connection 
logs, secondary liability for ISPs, and 
net neutrality, and then wraps with 
directives aimed at the public sector.
In March 28, 2012, Deputy Alessandro 
Molon was indicated as the rapporteur 
for the Bill. Mr. Molon quickly 

understood what were the main issues 
at stake in the Marco Civil, and defined 
the Net Neutrality provision as “the 
heart” of  the Bill. 
In spite of  the public support and 
legitimacy garnered by the Bill, once in 

Congress, the text got stalled. The draft 
legislation created collaboratively on 
the Internet would have to face strong 
lobbying efforts, from many different 
sectors. Members of  Parliament from 
conservative parties and investigative 
authorities claimed for data retention 
provisions; broadcasters lobbied against 
any copyright flexibilization of  their 
rights; ISPs and application providers 
praised safe harbor provisions, while 
Telcos strongly attacked the affirmation 
of  net neutrality.
The project did not seem to be a priority 
neither for the Brazilian Chamber of  
Deputies, nor the Executive, until the 
Snowden leaks on the NSA surveillance 
changed the whole political landscape. 
Amidst many abusive practices, the 
leaks revealed that the Brazilian 
President Dilma Rousseff  was the 
target of  espionage, alongside with 
Brazilian diplomatic missions and the 
State-owned oil and energy company, 
Petrobras.
The Brazilian response to the Snowden 
revelations comprised both domestic 
and international measures. On the 
international level, Brazil and Germany 
introduced a resolution on Privacy on 
the Digital Age, approved by the United 
Nations4. Brazil also decided to host 
Net Mundial –a Global Multistakeholder 

[2] The contributions and debates made through the Cultura Digital platform can be found here: http://culturadigital.br/marcocivil/ [access on April 20, 2014].
[3] The first draft of  the Bill, in English, can be found here: http://direitorio.fgv.br/sites/direitorio.fgv.br/files/Marco%20Civil%20-%20English%20Version%20sept2011.pdf  [access on 
April 20, 2014].
[4] The resolution can be found here: http://www.un.org/ga/search/view_doc.asp?symbol=A/C.3/68/L.45/Rev.1 [access on April 20, 2014].

Deliberations that involved the balance 
between conflicting rights and interests, 
freedom of  speech, anonymity, privacy, law 
enforcement and access rights were the 
topics of  heated and often rich debates.
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Meeting on The Future of  Internet 
Governance– to identify a set of  
consensual set of  Internet governance 
principles and to draw a roadmap for 
the institutional evolution of  the Internet 
Governance ecosystem.   
On domestic level, President Dilma 
Rousseff  issued on September 11, 2013, 
a Decree putting Marco Civil under an 
urgency procedure. By doing so, each of  
the legislative chambers would have 45 
days to vote the bill. If  they did not meet 
this deadline, the voting of  all other bills 
under examination in Congress would 
be stalled, until they voted Marco Civil. 
In addition to this, the Government 
pressured the Rapporteur to introduce 
changes to the project, enhancing 
privacy protections and demanding 
all Service Providers to store data of  
Brazilians in the country.
The urgency procedure put Marco Civil 
on the spot and accelerated the debate 
in the Brazilian Lower House. However, 
it was not sufficient to create the 
consensus necessary to vote the Bill. 
In order to preserve the Net Neutralilty 
provisions, Mr. Molon negotiated several 
aspects of  the original text, including a 
data retention provision for applications 
providers5, directing the copyright 
enforcement on the Internet to the 
Copyright Act6 and expressly affirming 
the freedom to implement any business 
model as a principle7. 
Even though the changes were sufficient 
to isolate the Telco’s lobbying efforts, 
after 6 months, the project was still at 
the Chamber of  Deputies, obstructing 
the agenda of  the House. Worst 
than that, the pre-electoral period 
was approaching (with Federal and 
State elections in October) and the 
political bargains started to affect the 
government majority on the Chamber. 
It took great effort from government to 
unlock the agenda and approve the Bill 
on the Lower House, in March 25, 2014. 
Considering the organization of  the Net 

Mundial Meeting in São Paulo, the Bill 
was quickly evaluated and approved, on 
April 22, by the Senate, and converted 
into law during the event on April 23. 

The key points of Marco Civil

Luiz Fernando Moncau and Pedro 
Mizukami indicated on Infojustice.org8, 
in a short summary, the main provisions 
of  the Marco Civil Law:
•	 Data retention: Brazil was dangerously 

close to establishing a period of  5 
years of  mandatory data retention 
before discussions on Marco Civil 
began. Unfortunately, the bill still has 
provisions to that effect, but the period 
is much shorter for ISPs providing 
connectivity services (1 year). The bad 
news is that mainly due to aggressive 

pressure by the Federal Police, other 
Internet services –initially excluded 
from Marco Civil– are also subject to 
data retention (6 months).

•	 Net neutrality: Brazil has taken a 
major step forward in preserving net 
neutrality, following the example set 
by countries such as Chile and the 
Netherlands. Marco Civil establishes 
the general principle that net 
neutrality should be guaranteed, and 
further regulated by a presidential 
decree, with inputs from both the 
Brazilian Internet Steering Committee 
(CGI.br) and ANATEL, the national 
telecommunications agency. Since 
telcos have a strong presence at 
ANATEL, the solution adopted by 
Marco Civil is arguably the best 
outcome, even if  there is the danger 
of  ineffective regulation further down 
the road.

•	 Intermediary liability: one of  the main 
provisions of  Marco Civil deals with 
the difficult subject of  intermediary 
liability due to content uploaded by 
third parties. the system in Marco 
Civil establishes that intermediaries 
can only be held liable if  they do not 
comply with a court order explicitly 
demanding content to be removed. 
This regime, however, is not applicable 
to copyright infringement, which will 
be dealt with by the forthcoming 
copyright reform bill9.

•	 Privacy: after the Snowden leaks, a 
small number of  privacy provisions 
were included in Marco Civil (the 
main privacy and data protection 
bill under development has yet to be 
sent to Congress). The main proposal 
was extremely controversial: forcing 
Internet companies to host data 
pertaining to Brazilian nations within 
Brazilian territory. Broadly rejected 
by civil society, engineers, companies, 
and several legislators, the proposal 
was dropped by the government so 
that voting could take place.

doCuMENtS

[5] The main players advocating for the data retention in the Marco Civil were the Brazilian Federal Police and other authorities.
[6] The main players advocating for the removal of  any copyright provision on the Marco Civil were the TV Broadcasters. However, during the period of  consultation other groups 
submitted contributions claiming for stronger IP enforcement, such as collecting societies, IFPI and other Brazilian associations of  copyright owners.
[7] The main players advocating for the express mention of  a freedom to develop any business model in the Marco Civil were the Telecommunications companies, probably with the 
objective of  creating room for a more flexible interpretation of  the Net Neutrality principle.
[8] MONCAU, Luiz Fernando; MIZUKAMI, Pedro. Brazilian Chamber of Deputies Approves Marco Civil Bill. 
[9] The status of  the copyright reform was detailed on an article of  Mariana Valente and Pedro Mizukami in Infojustice, available on: http://infojustice.org/archives/31993 [access on 
April 20, 2014].

The process for 
the elaboration of  
Marco Civil shows 
the potential of  
the Internet to 
strengthen the 
participation of  
stakeholders on 
policy-making, 
in what is being 
considered a 
key moment 
for democracy 
worldwide.
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• Rights and principles: Marco Civil 
establishes a strong, forward-looking 
assertion of  rights and principles for 
Internet regulation in Brazil: freedom 
of  expression, interoperability, 
the use of  open standards and 
technology, protection of  personal 
data, accessibility, multistakeholder 
governance, open government data. 
These provisions usually receive less 
exposure in media than the ones 
pertaining to more controversial 
topics. When taken as a whole, 
however, They express a strong 
commitment to an Internet that is 
an open, collaborative, democratic, 
space for individual and collective 
expression, as well as for access to 
knowledge, culture and information.

As mentioned above, the Bill presented 
by Government and the final text 
approved into law are fairly different. 
Some changes made by the Parliament 
improved the quality of  the text, while 
others are subject of  deep concerns for 
public interest groups. On the negative 
side is the mandatory data retention 
for ISPs, which created a mechanism 
that can hardly be considered 
proportional and balanced, especially 
after the European Court of  Justice, in 
a recent decision10, declared the EU 
Data Retention Directive invalid. 
Despite the existence of  this specific 
point, the law has been recently pointed 
as an example to be followed by other 
countries11 by Frank La Rue, UN Special 
Rapporteur on the Promotion and 
Protection of  the Right to Freedom of  
Opinion and Expression. 

Marco Civil and Internet 
Governance

The whole Marco Civil deliberation 
process and its approval is deeply 
linked to the Brazilian multistakeholder 
approach to Internet Governance. 
It is fair to assume that the possibility 
of  a broad participation was extremely 
important to engage different players in 
the debate and, in the long run, to ensure 
that the engagement level endured 

during the entire process of  the Bill in 
Congress, which took almost three years. 
In this perspective, the process can be 
taken as an example of  the importance 
and great potential of  multi-stakeholder 
involvement in policy-making. 
Beyond that, it is important to highlight 
how CGI (the Brazilian Internet Steering 
Committee) played a key role on the 
development of  the Bill, on providing 
technical information to the Government 
and on translating technical issues to 
civil society and the broader public. The 
balanced approach of  CGI to the bill may 
be attributed, to a greater or lesser extent, 
to the multistakeholder governance 
model adopted by the Committee. 

Conclusion

The approval of  Marco Civil will be 
very important for the Internet in 
Brazil for several reasons. First of  all, 
although principles such as freedom 
of  expression and privacy are already 
enshrined in the Constitution, Marco 
Civil shows how these principles 
apply to the online environment. The 
bill clarifies, for example, that the 
protection of  logs is important from a 
privacy standpoint, something that is 
not self-evident, especially to individuals 
with no technical background. Secondly, 
the bill minimizes a situation of  legal 
uncertainty, particularly regarding 
conflicting court decisions involving the 

legal responsibility of  intermediaries. 
While some decisions consider platforms 
responsible for content uploaded by 
third parties, others introduce limits 
for their responsibility. In the face on 
vacillating decisions, companies remove 

content that is potentially problematic 
in order to avoid legal action. 
Indiscriminate content removal may be 
detrimental to fundamental rights, such 
as access to information and freedom 
of  expression. Lastly, legal uncertainty 
stifles innovation and the flourishing of  
new business models online. 
Most actors, across all sectors, agreed 
that a legal framework for the Internet 
was needed, and the text was sent 
to Congress with boosted legitimacy 
and increased engagement from 
civil society, derived from the public 
consultation process. Nevertheless, 

this did not translate into smooth and 
swift discussions in Congress. The case 
of  Marco Civil shows that institutional 
innovation is needed for traditional 
democracy to take full advantage of  new 
possibilities created by technology. 

[10] The European Court of  Justice decision is available on: http://curia.europa.eu/jcms/upload/docs/application/pdf/2014-04/cp140054en.pdf  [access on April 21, 2014].
[11] More information, in Portuguese, available here: http://www.onu.org.br/projeto-brasileiro-de-marco-civil-da-internet-e-modelo-internacional-diz-relator-da-onu [access on April 21, 
2014].

The whole Marco Civil deliberation 
process and its approval is deeply 
linked to the Brazilian multistakeholder 
approach to Internet Governance. 

Although principles 
such as freedom 
of  expression and 
privacy are already 
enshrined in the 
Constitution, Marco 
Civil shows how 
these principles 
apply to the online 
environment.
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FirSt EditioN oF thE CENtr aWardS

The association awarded outstanding projects in 
the categories of  Security, R&D and Marketing and 
Communications and to Contributor of  the Year. 

During our first General Assembly in 
2013, Mathieu Weill from the AFNIC 
(.fr) suggested to organise an event that 
would allow CENTR to put the strongest 
contributors from our community in 
the spotlight. There was immediate 
and strong support for the idea and the 
secretariat was tasked with organizing 
the first ever CENTR Awards.
We set up a taskforce that included 
members who had experience with this 
type of  events and pretty soon we had 
a shortlist of  categories: Security, R&D, 
Marketing and Communications and 
Contributor of  the Year. 
Our biggest concern was that we would 
have difficulties in finding enough 
candidates for each category. Members 
were allowed to nominate another 
organisation or someone from their 
own registry. This turned out to be a 
successful approach as we ended up 
with more than 40 nominations. With 
the help from the Chairs of  the relevant 
working groups and the CENTR Board, 
this list was trimmed to five nominations 
per category. 
The only criterion used in that process 
was the significance of  the contribution 
to the Community of  the nominated 
project or nominee.
The shortlisted nominees were informed 
and were asked to send in a one-page 
description of  the project and to provide 
us with a video to be used in the awards 

ShoWCaSiNg 
outStaNdiNg 
CoNtributioNS 
FroM EuropEaN 
cctldS

By Peter Van Roste
General Manager
at CENTR

Danny Aerts (.se), Anne-Marie Eklund Löwinder (.se), Mathieu Weil (AFNIC),
Lesley Cowley OBE (Nominet UK), Giovanni Seppia (EURid)  

ceremony. These are made available at 
https://centr.org/awards2013.  
In the three weeks before the event, 
the independent jury (consisting of  
journalists, technical experts and 
people from the wider DNS eco-system) 
gave scores to the shortlisted nominees.
While it was quite resource intensive, 
the project was a success. It brought 
together our community, gave publicity 
(both internal and external) to excellent 
initiatives and projects and gave us the 

perfect excuse to add some glamour to 
our 50th General Assembly.
There is one thing we’ll do different 
next time (2015): Marketing and 
Communications should not remain 
one category. The projects were too 
diverse to do them justice with only 
one possible winner. One thing we’ll do 
better is to coordinate the PR efforts in 
the aftermath of  the event. Coordinating 
channels and messaging would have 
increased the impact.
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CENTR Award 2013 Security
.se and Nominet UK for the development of OpenDNSSEC

CENTR Award 2013 Marketing and Communications
EURid for the Co-funded Marketing Programme for .eu

CENTR Award 2013 R&D
AFNIC for the WINGS Project - Widening Interoperability 
for Networking Global Supply Chains

CENTR Award 2013 Contributor of the Year and 
Communications
Anne-Marie Eklund Löwinder (.se)

Project description: it consists in the development of  Open Source 
software that manages the security of  domain names on the Internet. 
OpenDNSSEC is a free, open-source management tool that reduces all 
manual management. The project intends to drive adoption of  DNSSEC 
to further enhance Internet security. 
This tool is easy to use and offers a very high level of  automation. At the 
same time, there are flexible configuration options so that users can 
choose to take charge themselves and customise their configuration to 
fit their own needs.
OpenDNSSEC is the result of  an international development project 
involving several collaborators. Along with .se, the most important ones 
have been British Nominet, Dutch SIDN, NLnet Labs and SURFnet as 
well as Swedish Kirei.
Now it is easier for web hotels, Internet service providers, name server 
operators and top-level domains to deploy secure DNS. OpenDNSSEC 
is supplied with a licence that gives a green light to suppliers of  
commercial products who want to utilise the open source code and 
include it in their software, without having to open up their own code. 
Start date: Aug 26 2013.
Further information: http://www.opendnssec.org/
https://www.iis.se/english/domains/tech/opendnssec/
Nominees in this category: 
• Annebeth Lange, Norid:  for their pamphlet “Domain conflicts and 

the legal system”.
• Bert ten Brinke, SIDN: for co-founding and chairing the CENTR 

Security working group.
• .se’s Information Securtiy Management and Quality Management: 

for their process-governed and standardized quality and security 
initiatives.  

• EURid: for their yearly disaster exercise.

Project description: it aims to promote .eu awareness and 
registrations via partnering with EURid´s accredited registrars. Funds 
are automatically deposited into the registrar´s marketing accounts 
(new .eu registrations: € 0.75; .eu renewals: €.30). The eligible costs of  
approved campaigns can be reimbursed up to 75%.
Since its launch, the programme has proved enormously popular. In 
2013 alone, it has approved 87 co-funded campaigns. In 2010 EURid 
evaluated the benefits achieved so far. They found that:  
• It strongly supports EURid’s strategic objective of   creating localised 

marketing campaigns 
• Registrars view EURid as a partner in marketing. 
• Registrars combine the Co-funded Marketing Programme with 

promo-programmes. 
• Registrars who experience the Co-funded Marketing Programme rate 

it very highly.
The 2012 evaluation also showed:
• A consolidated uptake. 
• Registrar appreciation of  EURid liaison managers and  the 

Programme help-desk throughout the various  steps of  a campaign 
• A model to follow for other registries. 
• No big negativities in the feedback from the registrars. 
Start date: end of  the second quarter of  2009.
Further information: YouTube: CENTR Award 2013 (Marketing and 
Communication) - EURid for the Co-funded Marketing Program
http://buenosaires48.icann.org/en/schedule/wed-ccnso-members/
presentation-eurid-20nov13-en
Nominees in this category:
• SIDN for their DNSSEC incentive program.
• JPRS for their TV spot promotion program “May cause drowsiness”.
• .se website and blog for spreading knowledge and news as well as 

stimulating dialogue about Internet-related issues.
• CIRA for the 2012-2013 Canadian Internet Forum. 

Project description: it aims to improve the interoperability of  
federated Object Name Services (ONS) and reliable interactions with 
“multi Discovery Services”. In 2012, the WINGS project contributed to 
the development of  the new ONS 2.0 standard, based on the findings 
of  its experimental work. The standard, which is now available to 
users, offers new opportunities for companies that develop services for 
connecting objects to the Internet. The project is coordinated by GS1 
and supported by the French National Research Agency (ANR) as part 
of  the Verso call for projects on the Internet of  the future.
AFNIC is involved, along with its WINGS project partners, in the 
emergence of  a new ONS standard, based on the principle of  a 
federated architecture with multiple roots, managed by sovereign, 
independent stakeholders, which cooperate in order to provide a global 
F-ONS service. From a technical standpoint, the challenge consists in 
ensuring the interconnection and interoperability of  the ONS roots 
without sacrificing stability, performance, or security.
Start date: 2009.
Further information: YouTube: CENTR Award 2013 (R&D) - AFNIC for 
their WINGS project
http://www.afnic.fr/en/expertise/r-d/inside-the-labs-at-afnic/ongoing-
projects/the-internet-of-things-the-wings-and-proxi-product-projects.
html
Nominees in this category:
• CZ.NIC for the development of  Knot DNS, a high-performance 

authoritative DNS server.
• SIDN Labs for developing an EPP extension for relaying DNSSEC key 

material from one DNS operator to another.
• EURid for Yadifa, a lightweight authoritative Name Server with 

DNSSEC capabilities.
• Registro.IT for their ccTLD-neutral methodology for the ranking of  

Internet domains.

Project description: Anne-Marie Eklund Löwinder is one of  the foremost 
pioneers in terms of  the implementation of  the Domain Name System 
Security Extensions (DNSSEC), which enables users to be sure they are 
visiting a legitimate website.
Since 1999, when the first protocol was introduced, Mrs. Eklund 
Löwinder has worked tirelessly with DNSSEC and been highly involved 
in the development of  both its technology and usage procedures. She 
was the one who made sure that .se became the world´s first top-level 
domain to be signed with DNSSEC in 2005. After that, she has travelled 
the world speaking at conferences and organizing training courses on 
DNSSEC for other top-level domains.
Since 2010, the Internet´s root zone has also been signed with 
DNSSEC, which is a milestone in the development of  the Internet, a 
milestone behind which Mrs. Eklund Löwinder was also a driving force. 
She was among some 20 individuals worldwide to be name bearers of  
the “key to the Internet”, meaning that ICANN has appointed her as a 
crypto officer for the signing of  the root zone, which is performed on 
a quarterly basis. 
Further information: https://www.iis.se/english/news/she-has-the-
key-to-the-internet/
https://www.iis.se/english/press/image-gallery-and-biographies/
Nominees in this category:
• Mohsen Souissi (AFNIC) for leading the R&D department and co-

chairing the CENTR R&D Working Group.  
• Lesley Cowley OBE (Nominet UK) for her work as chair of  the ccNSO.
• Associação DNS.PT for keeping.PT independent .
• Stephan Welzel (DENIC) for contributions to legal discussions, 

knowledge and chairing the CENTR Legal workshop.



Definitions, challenges and opportunities on 
data that is publicly available for anyone to use.

There is increasing excitement about the 
potential economic and social benefits 
of  using newly released public and 
private data in the digital economy. “Big 
data” and “open data” have received 
notable attention globally from different 
fronts: those anxious about new 
economic opportunities emerging from 
data-driven businesses, those inspired 
by the social benefits of  transparency 
and public service monitoring, and 
those concerned with issues of  about 
data ownership and privacy. In this 
piece, I concentrate mainly on recent 
developments in open data —data that 
is publicly available for anyone to use. 
Open data is making its way in advanced 
countries like the UK and the USA but 
also into Latin America. Mexico and 
Chile are among the top 25 countries 
of  the Open Data Barometer1, a global 
ranking led by the Web Foundation and 
the UK Open Data Institute that assess 
countries according to their publication 
of  key government datasets, readiness 
to benefit from open data and evidence 
of  its impact. Brazil, Argentina and 
Uruguay follow closely, in positions 28, 
31 and 34 respectively. 
As a phenomenon, the open data 
movement is quite recent and it builds 
on related openness efforts, such 
as the open access movement, the 
open source community and the open 
internet. There is certainly a plethora 
of  new possibilities with potential for 
value generation, both socially and 
economically. New products, processes 
and business opportunities emerge 
as firms, governments and end users 
utilise or re-use open data. In 2011, a 
study commissioned by the European 
Commission estimated that the 

economic value of  opening up and re-
using public sector information was 
about €40 billion per year in the EU 
alone.2 Similarly, Deloitte suggested that 
the direct economic benefits that can be 
generated from open data are around 
£1.8bn per year in the UK. Although 
highly relevant, the value of  open data 
transcends the economic benefits. In 
what follows, I cover what I see as the 
main opportunities of  open data as well 
as areas for concern. 

But... what is open data?

There is notably a lack of  clarity about 
key terms used in the literature and 
in public debates. The origins of  open 
data can be traced to the open source 
software community, although the 
connections between both communities 
of  research have not materialised in 
great extent yet. In broad terms, open 
data is defined as follows: a piece of  
content or data is open if  anyone is 
free to use, reuse, and redistribute it —
subject only, at most, to the requirement 
to attribute and/or share-alike. (http://
opendefinition.org/)
In practice, within the open data 
community, the general understanding 
is that a piece of  data is open if  is 
accessible without limitations on the 
user’s identity or intent, is provided 
in digital, machine readable format 
capable of  be linked with other data; 
and is provided free of  restriction on 
use, re-use or redistribution according 
to its actual licensing conditions.3 
Open data can therefore be small, 
medium or big —the latter usually 
defined as very large datasets that 
require massive computing power to 

be processed, such as terabytes of  
sensor data or billions of  Wikipedia 
entries. As such, open data does not 
restrict its scope to datasets released 
by government-which is known as 
open government data. Universities, 
scientific institutions and companies 
are increasingly opening up their data 
and making it available for re-use—
sometimes for internal decision making 
but also to external stakeholders to 
multiply the benefits of  getting feedback. 
In some cases, open data is the result 
of  joint efforts between governments, 
citizens, developers, think tanks and 
firms that collaborate to make valuable 
data available in open format. 

The value of open data
in the economy 

From the monetization aspect, open 
data can contribute to economic gains 
on various fronts. For governments, 
open data can help improving public 
service delivery via modernization of  
services, help reducing costs by avoiding 
the collection of  duplicity of  data and 
contribute to the efficiency of  internal 
operations. For business, it offers 

thE valuE
oF opEN data

doCuMENtS by Dr. carla m Bonina
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A piece of  data 
is open if  is 
accessible without 
limitations on the 
user’s identity or 
intent.

[1] The global ranking, methodology and data are available at the project’s website: www.opendatabarometer.org
[2] Vickery, G., Review of  Recent PSI Re-Use Studies. Brussels: European Commission Directorate General/Information Society, 2011.
[3] The Open Data Institute, What is open data? Available online http://www.theodi.org/guide/what-open-data
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promising opportunities to generate 
innovation, gains in productivity and 
bring innovation in the value chain.
One big area where open data 
has potential economic value for 
organisations is in strategic decision-
making. A recent survey conducted to 
318 C-level executives by the Economist 
Intelligent Unit in 2013 reveals that 
open data is the second most important 
type of  data that executives see as the 
most valuable for deciding on changes 
of  strategy or developing new strategies 
(48%), just after syndicated data from 
third-party data providers (i.e. market 
data, weather, etc.), which accounts for 
the most important source. The report 
also found that of  those firms that are 
considered high-growth businesses, 
54% of  them already collect and analyse 
open data; in the case of  low-growth 
firms, the percentage is only 36%.4

Even though when firms may not be 
themselves convinced in sharing or 
releasing their own data in open format, 
the global trend indicates that open 
data, in combination with powerful 
analytic techniques, is becoming a key 
resource for strategic decision making 
and competitive advantage. 
But open data is helping to create a new 
data industry itself. New companies have 
emerged that capture value by collecting, 
analysing and mashing up open data 
from different sources, or by offering 
a direct service built on open data. 
The open data landscape is populated 
with an army of  developers that boost 
a growing mobile app economy that 
generates direct economic value. 
An example are the paid apps that 
flourished in cities like New York or 
London right after the cities released 
their transportation data in open 
format. In the region, transport apps 
are also making their way, although they 
are usually free and the result of  open 
data competitions.5

The focus of  these apps, in general, is 
to generate value to end users, either 
by facilitating their transportation, 
buying or travelling choices. In Chile, the 

[4] Source, The Economist Intelligent Unit, The Data Directive. How data is driving corporate strategy—and what still lies ahead. London: The Economist, 2013.
[5] See for example the case of  App.
[6] http://ibencinas.modernizacion.gob.cl/ 
[7] http://www.ahorre-mas.com/ 
[8] http://www.junar.com/ 

government released mobile app called 
iBencinas, which helps car users to 
compare the actual prices of  petrol and 
the location of  the stations on the go.6 
AhorreMas, a mobile app built in Costa 
Rica that uses data from the Ministry 
of  the Economy and helps consumer to 
find the best prices of  diverse products.7  
Other companies have found niches in 
providing services to publish open data. 
A Latin American company, with offices 
in the Silicon Valley, Junar8 found a niche 
market in providing an innovative, cloud-
based, platform for organizations that 
want to publish their data in open format. 
Thus, rather than viewing open data as 
an end in itself, the company creates and 
captures value from providing a service 
to collect, extract, publish and analyse 
open data in a simple interface. 
Making businesses and creating 
competitive advantages from open 
resources is not straightforward and 
represent a key challenge when it comes 
to turn open data into a profitable 
business. A common choice is a 
freemium model—that is, companies 
usually provide a basic service for free, 

and then charge for a value added 
service or data product as the uses 
grow. Others would opt for a revenue 
model based on advertising and cross 
subsidies —usually the case of  free 
apps, which rely on initial investment 
and advertising to monetise their 
products based on open data. 

Beyond economic value:
accountability, transparency,
democracy and voluntarism 

Many open data projects, even when 
they may seek to realise profit, have a 
civic or social goal to achieve. But the 
emergence of  open data initiatives in 
governments (notably the UK and the 
USA), came about as a result of  lack 
of  confidence in the political system 
and pressures for encouraging broader 
transparency in democratic states. 
Open data is seen as particularly 

Open data is the second most important 
type of  data that executives see as the 
most valuable for deciding on changes 
of  strategy or developing new strategies, 
just after syndicated data from third-
party data providers.
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[9] More about the highlights of  the Summit: http://www.opengovpartnership.org/get-involved/london-summit-2013.
[10] http://blogs.lanacion.com.ar/ddj/data-driven-investigative-journalism/argentina-senate-expenses/ 
[11] http://www.poderopedia.org/ 
[12] http://www.openstreetmap.org/

beneficial to increase transparency, fight 
corruption and encourage democratic 
values. The quest for transparency in 
the public sector has indeed been the 
driver for many open government data 

initiatives worldwide. Open data was 
one of  the key highlights of  the Open 
Government Partnership Summit held in 
London in 2013, in which governments 
agreed to work toward radically open 
up government data for accountability, 
public service improvement and 
economic growth.9 Through transparency, 
and appropriate contextual information, 
open government data contributes to 
accountability, democratic values and 
civil liberties. In this space, many local 
and national governments have made 
efforts to release their data in open 
format. 
Journalists have also contributed 
to open up government data for 
accountability purposes. In the region, 
a notable case is the data site of  La 
Nación, a newspaper based in Buenos 
Aires that produces innovative work in 
open data that has been recognised 
internationally. In 2013, they won the 

Data Journalism Award for their work 
on opening up unstructured, closed 
and opaque data from Argentina’s 
Senate expenses that led to judicial 
investigations.10 La Nación Data has 
now launched a follow-up project called 
VozData, this time relying on the readers 
of  the newspaper, universities and NGOs 
to help opening up 6.500 documents 
with expenses from the Senate in what 
seems as the first crowdsourcing effort 
of  this sort in the country.
Other remarkable effort in the region 
includes the work of  Poderopedia11, a 
collaborative platform of  data journalism 
in Chile that provides information about 
the links between business people and 
politics in Chile. Similar platforms that 
are collaborative are emerging and we 
shall see more in the upcoming years. 
Some open data projects are indeed 
cases of  commons-based peer 
production projects, where participants 
cooperate, contribute time, share 
expertise and knowledge to achieve a 
social or public interest good. 
Open data cases that are built upon 
voluntarism, cooperation and civic 
engagement abound. A pioneer project 
in the geo-location space was the Open 
Street Map, a collaborative project 
to create a free editable map of  the 
world.12 Similar to Wikipedia, Open 
Street Map is built by a community of  
contributors with local knowledge that 
update and maintain data about roads, 
train stations, coffee shops and lot more 
over the world —all in open format. This 
project has inherent utilitarian value 
—anyone with a GPS can download it 
and use it, for free, and it has proved 
particularly useful in remote areas. But 
the collaborative effort holds bigger 
value: as with other cases of  open data, 
Open Street Map can be used as a 
platform to build other services based 
on mapping data, such as transport, 
tourism, sports and humanitarian aid.
A less studied but equally remarkable 
case for accountability and value 
creation purposes is open science. The 
publication of  findings from scientific 
research and the data they have relied 

upon —though not always open— are 
core for the development of  science. 
Knowledge creation and accumulation 
relies on a community of  scientist that 
may support or reject theories based on 
their publicity. Scientific production and 
the advance of  knowledge is the result of  
peer-validation and production. Making 
results from research widely available 
allows the community to identify errors 
or contribute with further knowledge 
based on previous outputs. 
In Latin America, open access is the 
trend for scientific publications, with 
over 90% of  journals being published 
in open format. There has been notable 
progress in terms of  legislation as 
well: Peru and Argentina now require 
by law that results from government-
funded research be available in open 
access digital repositories. This is great 
news for the region and yet another 
dimension of  value creation from open 
data in science: it not only facilitates a 
broader engagement of  the scientific 
community but also multiplies the 
benefits derived from scientific research 
in diverse spheres of  the economy, 
environment and society.  
All these examples point to the value 
generation that is possible with open 
data, and that are facilitated by broader 
access to the internet and other digital 
technologies in the region. No doubts 
that the economic potentials of  open 
data are promising, but other clusters 
of  value should be regarded as equally 
important —that is, accountability, 
democracy, civic participation, and 
voluntarism for social good. 

The future of open data
and the challenges ahead

We shall expect to see a lot more 
happening in the open data landscape 
in the near future. I am convinced 
that open data will shape key areas of  
economy and society in the next decade. 
Given the newness of  the topic, many of  
the challenges associated to open data 
as well as the opportunities remain 
underexplored and we need more 

New companies 
have emerged 
that capture value 
by collecting, 
analysing and 
mashing up open 
data from different 
sources, or by 
offering a direct 
service built on 
open data.

doCuMENtS 
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[13] See for example Edwards, S.J., 2013. Editorial: Tamiflu and the open data campaign, Research Ethics, 9 (3), 94–96, and Gymrek, M., McGuire, A.L., Golan, D., Halperin, E., and 
Erlich, Y., 2013. Identifying Personal Genomes by Surname Inference, Science, 339 (6117), 321–324.

cumulative evidence on these matters. 
The few examples I mentioned earlier 
should make us optimistic about the 
benefits to come. But I also see areas 
of  concern. These are five areas that I 
suggest deserve attention.  
First, while I have showed successful 
business cases that are able to capture 
economic value from open data, we 
need more work to deconstruct and 
understand better the significance 
of  these businesses in terms of  the 
economy. In particular, we need more 
evidence in regards of  the overall 
sustainability of  these business models 
and build links with what we already 
know from the cumulative research 
on e-commerce and the open source 
movement on this matter. 
Second, despite its great potential to 
do well, open data can also be used 
for evil —as with all technologies. 
Disclosing citizen identities without 
consent or their contextual data may 
be the cause of  harm, discrimination 
or unfair treatment. A case in point 
was controversial app called “ghetto 
tracker” released in September 2013. 
The app was allegedly created to help 
users to ‘navigate’ safe parts of  towns, 
but it immediately drew critics due to its 
racists and classic stereotypes of  what 
is good and bad. 
But how should we assess the 
judgments and motivations that are 
behind the scenes? Algorithms are 
not simple created in a technical 
vacuum and open data is anything 
but objective. In relation, an area of  
concern has to do with getting the 
right balance between data protection 
initiatives and the benefits of  open 
data transparency and accountability. 
A good example of  these tensions has 
been at the core of  recent debates 
on medical trials in the UK. We know 
from an accumulated body of  research 
in health that anonymisation cannot 
resolve confidentiality successfully 
and patients may be exposed to 
unnecessary public disclosure of  
their health condition.13 On the other 
hand, individuals or organisations 
(including the government) may call 

onto confidentiality or privacy concerns 
simply to protect their own private 
interest —a concern that is well known 
in the realm of  transparency efforts. 
Therefore, finding ways to balance 
the benefits from open data without 
harming individual’s privacy needs 
policy and regulatory consideration. 
Third, power of  open data relies on its 
use. One acclaimed social value from 
open data is its potential to improve the 
lives of  end uses, and in particular, those 
poor and marginalised. However, open 
data may reinforce the more empowered 
actors in society (i.e. better educated, 
well-off  economically, younger). Thus, 
access to the internet and computers, 
data analytics skills, supportive 
regulatory systems and local resources 
remain the main barriers to broaden the 
benefits of  open data for society (and 
from internet access more in general).  
Fourth, collecting and releasing data 
in open format is not free. In part, the 
costs of  open data are related to its 
technical challenges. In order to be 

valuable, data has to be consistent, 
reliable, discoverable, accessible and 
useable. Solving issues with format, 
storage, analysis and accessibility may 
require relevant investments, including 
human resources and material 
resources such as computing power, 
digital infrastructure and so on. It is 
worth asking who pays for open data but 
also who benefits from it. Besides the 
challenges with data protection, there is 
no clear answer to whether all taxpayers 
should pay for datasets that will benefit 
only a small group of  companies. 
Fifth, how do we assess the overall value 
of  open data? A general conclusion 
is that we need to develop and test 
systemic frameworks for understanding 
opportunities and challenges emerging 
from open data, with the capacity 
to inform practice, strategy and 
policy. These frameworks shall be 
multidimensional; understanding the 
economic value and new business 
opportunities is by all means important 
and we have some initial and valuable 
efforts on this front. But we also need 
to develop frameworks that take into 
consideration broader values and ethical 
concerns. As in the case of  commons-
based peer production, open data has 
the potential to develop creative, cultural, 
social and political virtues in benefit 
to society. Findings ways and evidence 
to sorting out the main challenges will 
enhance the virtuous practices and value 
generation that open data is bringing to 
various sphere of  social life. 

In Latin America, 
open access is the 
trend for scientific 
publications, 
with over 90% of  
journals being 
published in open 
format.
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In 2013, the greatest growth rate of  ccTLDs in LAC was produced in those registries with 
5,000 to 10,000 domain names, reaching 16.8% (median value). This was followed by those 
ccTLDs with more than 100,000 domain names, at an annual rate of  11%.

The past year was a time of  transition 
in the evolution of  the domain name 
landscape of  ccTLDs in Latin America 
and the Caribbean. Over the course of  
2013, LACTLD members grew by 3.1%. 
This is a significantly lower rate than 
that of  previous years, fundamentally 
explained by the changes in the 
system and registration policy at 
.ar, the second largest registry in the 
region. It represents 27% of  all domain 
names and is only overpassed by .br, 
which holds 36% of  the zone size of  
ccTLDs in LAC. If  .ar is not considered, 
the average growth is 9.4%, which is 
a reduction when compared to the 
past two years (these figures were 
19% in 2012 and 15% in 2013), but 
significantly higher than the previous 
number of  3.1%.
The median value of  LACTLD members 
growth in 2013 was 10.6%. For 
gTLDs this was 4% and in the case of  
European ccTLDs it was 6.1%, which is 
a sign that ccTLDs in LAC still grow at 
higher rates than those of  other sectors. 
It is important to bear in mind that the 
new gTLDs, which are only starting to 
operate, will change these growth rates 
and the comparison will end up being 
more complex, due to the larger supply 
of  these new generic domain names. 
Based on a recent report by LACTLD, 
36% of  its members estimate a growth 
rate of  10-15% for 2014.
The largest growth rates (median) was 
achieved by zones with 5,000-10,000 
domain names, with a 16.8% of  
growth. The different medians of  growth 
are clearly illustrated in in Chart 1, 
according to zone sizes.

pErSpECtivES oN 
doMaiN NaMES iN 
thE rEgioN

rEport by laCtld by Carolina aguerre

 
Domains per resident and Internet penetration

To give another angle on the penetration and popularity of  a ccTLD within its country 
or region, Chart 2 below shows the number of  ccTLD registrations per zone per 
capita.  With a relatively small population of  around 16,000 people, Anguilla has 
the most domains per capita among LACTLD members. Of  the Registries with over 
100,000 domains, .ar (Argentina) has the highest number, with 5.88 ccTLD domains 
per 100 residents.

There is a strong correlation between Internet penetration in a country and the 
number of  domain names per 1,000 inhabitants. 
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Median Internet penetration in a set of  19 Latin American countries increased 
from 35% in 2011 to 42% 2012.  Chart 3 below plots domains per 100 residents 
against Internet penetration data. This chart confirms a significant correlation 
between the two data sets (correlation coefficient of  0.79), which means that as 
Internet penetration rises in a certain country, there is a likelihood that the number 
of  domains per 100 residents will also increase. Please note that these data do not 
consider gTLD registrations made by registrants within each country.

Chart 4 shows the top 10 highest growth (%) members for the 12 month period 
between December 2012 and December 2013; Chart 5 portrays the relative growth 

Median Internet 
penetration in a 
set of  19 Latin 
American countries 
increased from 
35% in 2011 to 
42% 2012.

(in %) of  the first five. ai achieved the 
highest percentage growth for this 
period with 5.8% (also the highest 
growth among zones with between 
5,000 to 10,000 registrations). 
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Drivers of  development in the region, traffic 
exchange points offer many advantages. 

Since the late nineties, IXPs (Internet 
Exchange Points) are a tangible fact in 
our region as a piece of  infrastructure 
that fosters the efficiency of  traffic 
exchange through direct network 
interconnection. 
The many advantages that this type 
of  organization may provide both 
at national and regional levels do 
not go unnoticed. First, keeping the 
traffic exchange within the national 
boundaries allows the enforcement 
of  local privacy laws and prevents 
information to be unnecessarily sent 
through foreign countries. 
Second, they lead to a reduction 
of  interconnection costs as a 
single connection to an IXP allows 
interconnection with many other 
operators. 
On the other hand, the use of  exchange 
points helps networks reduce their 
operating costs as they use high-speed 
peering links instead of  international 
traffic connections (which substantially 
increase costs). This allows ISPs to 
offer more speed to its users and 
introduces greater competition among 
service providers in the short and 
medium terms. 
From a technical perspective, both 
the parameters of  quality of  service 
(QoS), regarding data transmission, 
and user experience improve, especially 
with latency-sensitive contents such as 
multimedia or VoIP. 
Fewer kilometers of  network and 
cable also reduce the risk of  damages 
to the network. Besides, when BGP 
routing information networks converge, 
they also do it faster when they are 
physically closer, according to Gael 

Hernández and Robert Martin Lègene, 
from Packet Clearing House (PCH). 
Among the advantages that a link to 
this platform offers to ccTLDs is the 
fact that they are able to rely on the IXP 
structure. The mentioned above PCH 
experts argue that, by taking part in 
them, ccTLDs increase the value of  IXP 
for participants. This additional value 
generally attracts more networks to 
IXP, which value increases again. Thus, 
everybody benefits from it.  
ccTLDs may deliver their DNS traffic 
more efficiently if  they are connected 
to the largest possible number of  
IXPs. Failure to do it could jeopardize 
the performance and safety of  the 
name resolution process for domains 
registered with ccTLDs and Internet 
users. By having faster local DNS 
transactions, the chances of  a man-in-
the-middle attack reduce as the time 
window required for such activity is 
dramatically narrowed. 
IXPs in the region have recognized 
the value they provide to the critical 
infrastructure of  the Internet, so they 
have partnered to create LAC-IX (the 
IXP association of  Latin America and 
the Caribbean) to improve cooperation 
mechanisms, exchange experiences 
and promote joint projects. Since 
2011, LAC-IX has incorporated existing 
IXPs and promoted the creation of  new 
ones in countries that were not yet 
incorporated. The cooperation between 
LACTLD and LAC-IX and between 
each IXP and the local ccTLD helps to 
improve critical network infrastructure 
as well as Internet service and 
contributes to the development of  the 
Internet in the region.

Infrastructure efficiency
and efficacy

Victor Abboud, manager of  NIC.ec, 
indicates the operational benefits 
of  being associated with NAP.ec. He 
says that having a secondary server 
connected to IXP (with its own AS and 
/24) provides ccTLDs with a shorter 
response time and lower bandwidth 
consumption, in case of  inquiries 
coming from ISPs connected to the IXP, 
as well as a better load distribution. 
Furthermore, the relationship enables 
better communication on improvement, 
development and innovations beneficial 
to the community such as the joint F Root 
Server implementation, the support and 
evangelization of  the IPv6 deployment, 
and the deployment of  RPKI.
Another example of  the infrastructure 
advantages, in a crisis situation, for 
instance, is the reconfiguration of  the 
Haitian first-level domain, .ht, which, 
soon after the January 12, 2010 
earthquake, was quickly possible thanks 
to the fast response from the local and 
international community. 
The Internet infrastructure was intact 
(four of  six .ht DNS servers were 
abroad, as well as the database name of  
delegated .ht domains) and, due to the 

ixp iN latiN 
aMEriCa aNd 
thE CaribbEaN

iNFraStruCturE

IXPs generate 
a reduction in 
interconnection 
costs.

By Sofía Zerbino, laCtld 
information officer, in 

collaboration with Christian 
o’Flaherty, senior development 
manager for latin america and 

the Caribbean at internet Society.
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wide use of  wireless technologies in the 
country, it was possible to re-establish 
a connection just a few hours after the 
disaster. Taking into account that cell 
phone towers and media stations were 
destroyed, Internet was a key means for 
communication within the country not 
to be completely shut down. 
Thanks to the combined efforts of  
ISPs, the .ht Register and ICTs, many 
people who were trapped under the 
debris managed to communicate with 
their family and friends who, in turn, 
were able to distribute messages 
through Twitter and Facebook. This 
action allowed many lives to be saved.  

Lowering the barrier of
entry to various organizations

During an interview with Carlos 
Martinez, manager of  the technical area 
of  LACNIC, he told us about a project 
to build partnerships with organizations 
in the region to act as allies in order to 

host and manage reverse servers. He 
explained why IXPs are ideal for this 
mission: “(IXP) provides a platform that 
enables reaching as many organizations 
and autonomous systems as possible 
within a region. It is a facilitator and 
an amplifier of  access. If  a reverse 
server is installed in only one ISP, its 
beneficial effects will most likely not 
spread beyond that ISP. On the other 
hand, an IXP allows access to a region, 
country, city or whatever, depending on 
its scope.”

Much more than two: Nic.br and 
Metro PTT

In 2004, the Internet Steering Committee 
(CGI, for its acronym in Portuguese for 
Comitê Gestor da Internet) launched 
the Metro PTT initiative to create IXPs in 
cities across Brazil. According to Milton 
Kashiwakura, Project Director at NIC.
br, this initiative was born in order to 
bring together the various existing PTT 
initiatives in a metropolitan area, so as 
to result in a unique traffic exchange 
matrix. 
In this case, unlike the rule where costs 
are shared by the various members of  
IXP, NIC.br subsidizes all PTT equipment 
in all cities. This model has the support 
of  institutions and companies that 
provide free space for the installation of  
the equipment, uninterruptible power 
supply (no-break), and physical and 
personal security for remote operation.
Currently, with 57 traffic exchange 
points in 17 countries across the region, 
the national bandwidth production 
in Latin America and the Caribbean 
over the last year has grown faster 

than in any other region in percentage 
terms. According to Hernández and 
Martin Lègene, between March 2013 
and 2014, the bandwidth produced in 
IXPs increased by 110 % and reached 
445Gbps. They added that, in the last 
12 months, several IXP initiatives have 
been announced. In February 2013, 
the Commonwealth of  Dominica has 
launched the national traffic exchange 
point (DANIX) and since November, two 
IXP initiatives have been deployed in 
Bolivia to interconnect networks from 
different providers in La Paz. In April 
2014, Trinidad and Tobago presented 
its plans to open its first IXP in the 
capital, Port of  Spain, with the intention 
of  starting operations by the end of  
that same month. These initiatives 
seem to retain the momentum they 
need to become functional exchange 
points. And the support of  ccTLDs is 
critical to their success. 

The national 
bandwidth 
production in Latin 
America and the 
Caribbean over the 
last year has grown 
faster than in any 
other region in 
percentage terms.

Between March 
2013 and 2014, 
the bandwidth 
produced in IXPs 
across the region 
increased by 
110% and reached 
445Gbps.
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tWo rEaSoNS to CElEbratE

The creations of  Tim Berners-Lee are turning 25 and 20 years old, respectively. 
Anniversary wishes and events in their honor multiply worldwide.

For any young person who is less than 25 
years old to think about the world with-
out the Web is like a science fiction night-
mare. How did people communicate syn-
chronously and asynchronously before? 
How did journalists or scientists do their 
research? How did businessmen do busi-
ness with the rest of  the world? How did 
people know about things that were taking 
place across the globe? How did students 
do their homework? How did ideas spread? 
The proliferation of  “how was it before?” 
does nothing but prove the revolutionary 
and decisive impact that the creation of  
the Web had on the lives of  people.
This year, the Web turns 25 and the 
world celebrates its anniversary. Its cre-
ator, Tim Berners-Lee –who created it in 
March 1989, when he wrote his paper 
“Information Management: A Proposal” 
and submitted it to the European Orga-
nization for Nuclear Research (CERN)– 
invites the world to both celebrate and 
continue to foster its development.
“Today, and throughout this year, we shall 

thE World 
CElEbratES thE 
aNNivErSary oF 
thE WEb aNd W3C

Vinton Cerf, Internet Pioneer. Currently Chief 
Internet Evangelist at Google.
#Web25 The WWW was conceived 25 years 
ago in 1989; commercial Internet services 
were just coming online. Happy 25th birthday!

Jeffrey Jaffe, CEO of W3C.
Congratulations to Tim Berners-Lee and the 
entire Web community on the 25th anniversary 
of  the World Wide Web. The Web is the most 
transformative innovation of  our time and 
I believe its successes of  the last 25 years 
will only be overshadowed by one thing - its 
successes of  the next 25 years.

Jimmy Wales, co-founder of Wikipedia.
The freedom to talk, to know, to learn, to let 
us take power and move the world.

Kathy Brown, president and CEO of Internet 
Society.
In a short time, the Web has matured and 
grown into a worldwide platform for interaction, 
community, and commerce. Along the way, it 
has changed the way people collaborate, the 
way organizations communicate, and it has 
transformed the world. The Internet Society 
is pleased to join W3C, the World Wide Web 
Foundation, and billions of  Internet users 
around the world in celebrating the 25th 
anniversary of  the World Wide Web.

celebrate the Web’s first 25 years. But 
though the mood is upbeat, we also know 
we are not done. We have much to do for 
the Web to reach its full potential. We must 
continue to defend its core principles and 
tackle some key challenges”, he said. 
But this is not the only reason to cele-
brate. The World Wide Web Consortium 
(W3C), created and led by Berners-Lee 
as part of  the Massachusetts Institute of  
Technology (MIT), is celebrating its 20th 
anniversary, while continuing to provide 
recommendations to support and gener-
ate innovation on the Web. On October 
29, this year, in Santa Clara, California, 
the consortium will have its own party 
with a three-hour symposium on the fu-
ture of  the Web and a gala dinner. 
Among the many events to celebrate the 
anniversaries, the most prominent ones 
are The 23rd International World Wide 
Web Conference, held in Seoul, Korea, 

from April 7 to April 11, 2014,  the RPI 
Colloquy: Creating Clarity in Complexity to 
Enable Transformational Change, on May 
13 in Troy, New York; The Webby Awards 
2014, on May 19 in New York; Web@25 
- Celebrating 25 years of  the Web, orga-
nized by members of  W3C, Ontos and 
Publiwide in Fribourg, Switzerland, on 
May 22; A Celebration of  Web Science - 
past, present and future, from the Univer-
sity of  Southampton, in London, on June 
12; the international festival Futur en 
Seine: Web at 25, which will be held from 
June 12 to June 22 in Paris (with a special 
celebration on June 13); The UK’s ‘Web 
We Want’ Festival in London on Septem-
ber 1st; the ParisWeb 2014 conference in 
Montrouge, France, from October 16 to 
October 18; and The Web is ... in Cardiff  
on October 30 and 31, with the presence 
of  18 innovators and educators. 
Happy Anniversary to the Web and W3C!



“The net was able to expand 

rapidly because it had a very 

clear concept of its own core. 

The system must be simple 

for innovations to occur, and 

agnostic so as to function 

properly. you may want to put 

filters at the end, but not in 

the center. Sometimes people 

demand things from it that 

hinder its growth.”

Demi Getschko, director at .br. He was distinguished as 
“Global Connector” by the Internet Hall of  Fame 2014. 

Interviewed by Carolina Aguerre, October 2010, São Paulo.




