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LACTLD Report on IGF 2018 

Introduction 

The 13th Annual Meeting of the Internet Governance Forum (IGF 2018) took place in Paris,               
France, from 12 to 14 November. The stakeholders from the different sectors addressed and              
discussed a variety of topics related to cybersecurity, trust and privacy; technical and operational              
issues; development innovation; human rights, gender and youth; digital inclusion and           
accessibility; evolution of Internet Governance; emerging technologies; media and content. 

More than 3000 onsite and remote delegates participated in the 171 sessions at the meeting               
hosted by the Government of France at the headquarters of UNESCO, in Paris. The onsite               
participants represented 143 different countries; 62% of them were first time comers and 43%              
were female. 

For the first time at an IGF, a host country President along with the UN Secretary-General,                
António Guterres, opened the three-day Annual Meeting, titled ‘Internet of Trust’. President            
Emmanuel Macron expounded his views on the Internet governance discussions and launched            
the  “Paris Call for Trust and Security in Cyberspace” at the Opening Ceremony of the IGF.  

The IGF 2018 programme featured a total of 171 sessions. Among these, there were 9 sessions                
covering technical and operational issues with a special focus on content blocking and filtering;              
net neutrality; the Domain Name System; Internet routing & protocols. As a result of these               
sessions, a series of key messages were elaborated. 

It was highlighted that the understanding of the Internet architecture as well as the relevance of                
adhering to standards and appropriate use of Internet protocols is a cornerstone of any              
discussion around the stability and growth of the Internet. Additionally, it was emphasized that a               
multistakeholder approach to Internet regulation that involves legislatures, law enforcement,          
experts from the technical community and users is critical for maintaining a stable and secure               
Internet. Regarding the Domain Name System and the Internet routing & protocols, the             
stakeholders stressed that the non-conversion of IPv4 addresses to IPV6 addresses causes the             
degradation of network traffic. 

   

2 

https://www.intgovforum.org/multilingual/content/igf-2018-address-to-the-internet-governance-forum-by-un-sg-ant%C3%B3nio-guterres
https://www.intgovforum.org/multilingual/content/igf-2018-address-to-the-internet-governance-forum-by-un-sg-ant%C3%B3nio-guterres
https://www.intgovforum.org/multilingual/content/igf-2018-speech-by-french-president-emmanuel-macron
https://www.intgovforum.org/multilingual/content/igf-2018-speech-by-french-president-emmanuel-macron
https://www.diplomatie.gouv.fr/en/french-foreign-policy/digital-diplomacy/france-and-cyber-security/article/cybersecurity-paris-call-of-12-november-2018-for-trust-and-security-in
https://www.intgovforum.org/multilingual/index.php?q=filedepot_download/6037/1416


 

Day one sessions - Monday, 12 November 

DNS enhancements and alternatives for the future Internet 
IGF 2018 WS #408 

Theme: Technical & Operational Topics 
Subtheme: Domain Name System 

The panel at this session was integrated by experts from University of Rome La Sapienza,               
Beijing University of Post and Telecommunication, ICANN, IETF, Namecoin and AgiD, who            
discussed the current challenges of the DNS and DNS governance. 

According to the panelists, the Internet has faced significant changes in the type and volume of                
traffic, geographical distribution of users, and the increased use of mobile access. Internet             
applications and protocols have significantly evolved to reflect such changes. However, a            
fundamental strategic application such as the DNS has so far basically maintained its original              
technical approach. Current Internet depelovements (and, particularly, cybersecurity risks and the           
fast growth of IoT) are demanding an evolution of the DNS.  

The panel discussed the DNS bitcoin's codebase solution presented by Namecoin. Regarding the             
proposed solution, questions were raised on common perceived problems such as scalability,            
security and accountability with and without the utilization of novel technologies such as             
blockchain. 

ICANN stated that amongst its priorities there are the revision and the update of the DNS                
functionality and governance model. IETF representatives explained that there is space for            
experimentations on novel approaches around the registries system, the naming systems and the             
general evolution of the DNS.  

There was a general agreement among the panelists that further research and experiments are              
needed in order to find new solutions and alternatives to the current structure of the DNS                
(including possible scenarios where different approaches could coexist). It is expected that the             
multistakeholder community will work together towards the evolution of the DNS or its eventual              
successor. 

Transcription and session video 

ICANN Open Forum 
IGF 2018 OF #24 

Theme: Technical & Operational Topics 
Subtheme: Domain Name System 

At this open session, several ICANN Board members (including ICANN CEO, Göran Marby)             
addressed two main issues: the New gTLD Subsequent Procedures Policy Development           
Process, and the WHOIS compliance with the GDPR. 
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Regarding the GDPR compliance, it was emphasized the importance of reaching an agreement             
within the ICANN Community on legitimate third-party access to the non-public information of             
registrants held in the WHOIS database. Also, another issue raised was the participation of the               
Internet community in the policy development process (public comments periods) concerning the            
subsequent procedures for issuing new gTLDs.  

The speakers stated the need to adopt a broader multistakeholder dialogue in order to address               
solutions for complex Internet policy issues such as the WHOIS compliance with the GDPR.              
Lastly, a key point from the discussion was the importance of the inputs and factual information                
provided by the Technical Community entities to policy makers and legislators when formulating             
regulation or policy that affects the stability, security and openness of the DNS and the Internet. 

Transcription and session video 

Internet mega-trends' impact on the Internet’s architecture 
IGF 2018 WS #40 

Theme: Technical & Operational Topics 
Subtheme: Internet protocols 

The session began with presentations delivered by three IETF representatives. They covered the             
most significant trends in the Internet’s technology and architecture, including: the shift from             
device-centric to service-centric networking; the rising use of encryption in the Internet’s core             
protocols; and the increasing traffic consolidation across various providers and platforms. 

There were two main objectives. On the one hand, the session sought to present to the                
stakeholders how (new) Internet standards and protocols impact their respective work, decisions            
and priorities. On the other hand, the aim of the discussion was to spread and communicate IETF                 
work and outcomes to the different stakeholder communities. Three main questions were raised:             
can interaction between stakeholders lead to swifter adoption of Internet protocols?; can the IGF              
contribute to a better understanding of IETF’s work?; how to draw other stakeholders’ attention to               
this work? 

The three presentations given by the IETF speakers on consolidation, encryption and Internet of              
Things showed how profound these megatrends are. Accordingly, one of the session key             
messages was that the IETF work on Internet protocols affect everyone’s daily lives, something              
many other stakeholders were less aware of. Also, it was agreed that there is a need for more                  
reach out to other communities to make them understand not only the importance of the work on                 
Internet protocols but assist them in understanding the implications of this work (and the trends)               
for their own decisions, whether commercial, political, in policy drafting, human rights, etc. 

It is expected that more sessions aimed at spreading updates on developments within the IETF               
and bringing new stakeholder groups to this discussion will be organized for future IGFs. 

Transcription and session video 
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Net Neutrality: Measuring Discriminatory Practices (DCNN) 
IGF 2018 DC 

Theme: Digital Inclusion & Accessibility 
Subtheme: Access & connectivity 

Several stakeholders have stressed the positive impact that DCNN (IGF Dynamic Coalition on             
Network Neutrality) activities may have in advancing the elaboration of empirical research on             
discriminatory practices, in light of the success of the Zero Rating Map.This map is the the first                 
IGF outcome to have been included in an official report of a national regulator. 

With respect to the foregoing, it was agreed that further research and DCNN activities should be                
dedicated to the analyses of discriminatory traffic management practices, in order to usefully             
inform regulators' as well as policymakers' works and debates. In this regard, methodologies and              
results of such studies should be open for review, comment and improvement from researchers,              
policymakers, regulators and other stakeholders alike. 

The participants at the session stressed the benefits of the Zero Rating Map as a tool to foster                  
further research and also agreed on the benefits of crowdsourcing measurements. 

Transcription and session video 

Day two sessions - Tuesday, 13 November 

The role of the regulator in promoting the deployment of IPv6 
IGF 2018 OF #38 

Theme: Technical & Operational Topics 
Subtheme: Internet protocols 

The panel was integrated by representatives from RIPE, the Mexican Federal           
Telecommunications Institute, NIC Mexico, and the Agence Universitaire of the Francophonie           
(France). The speakers covered the exhaustion of IPv4 addressing; the incentives and facilities             
for the deployment of IPv6; the participation and the work done by national regulators in order to                 
promote the deployment of IPv6. 

The speakers proposed a series of recommendations for the effective deployment such as             
training the regulations agencies staff; compel the RIRs members (universities, ISPs, among            
others) to adopt the new protocol; promote IPv6 deployment within government networks            
(ministries, presidency, regional offices). 

Regarding the potential next steps, the representative from the Mexican Federal           
Telecommunications Institute asserted that the IoT technology is expected to be the trigger that              
fosters the large deployment of IPv6. 

Transcription 
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Net neutrality and beyond: ensuring freedom of choice online 
IGF 2018 WS #180 

Theme: Technical & Operational Topics 
Subtheme: Net neutrality 

The speakers at this session represented governments and civil society organizations from the             
Western European and others group and from the Asia-Pacific group. 

One of the key messages emphasized was that even though national frameworks on net              
neutrality (notably on traffic management practices and differential pricing practices) may differ            
from each other, they all reinforce the idea that the Internet should be conceived and deployed as                 
open network and as a common good. According to the panellists, a principle-based approach is               
not sufficient when it comes to preserving an open Internet; monitoring, measuring, data             
collection, rules enforcement and coordination at regional or global scale is required. 

Transcription and session video 

CLOUD Act & e-Evidence: implications for the Global South 
IGF 2018 WS #393 

Theme: Cybersecurity, Trust and Privacy 
Subtheme: Legal & regulatory issues 

The panelists representing the different stakeholders (government, civil society, private sector,           
and academia) discussed a series of solutions aimed at balancing the protection of privacy and               
the access to data in order to address crimes. Also, they examined the challenges and               
opportunities for the creation of legal interoperability between developed and developing           
countries in a mutually-agreeable and negotiated way (considering both the synergies and the             
incompatibilities of intergovernmentalism and multistakeholderism). 

Three institutional approaches were presented by the speakers: CLOUD Act, e-Evidence           
Framework, Additional Protocol to the Budapest Convention. Some of the challenges inherent to             
each initiative were raised: challenges inherent to scalability of an unilateral approach            
(e-Evidence), bilateral solutions (CLOUD Act), as well as the multilateral approach (Budapest            
Convention). Panelists underlined the importance of taking into account the legal interoperability            
when discussing all this initiatives.  

Multistakeholder cooperation was recognized as a means to assure that intergovernmental           
solution will not marginalize relevant actors that could help craft solutions. Additionally, agreeing             
on fundamental principles to guide cooperation and the development of institutional solutions was             
perceived as a fundamental step in moving forward towards scalable and interoperable solutions. 

Transcription and session video 
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Net neutrality vs. 5G and new technological challenges 
IGF 2018 WS #142 

Theme: Technical & Operational Topics 
Subtheme: Net neutrality 

There was a broad agreement among the panellists (civil society, operators, and academia) that              
innovation, 5G and net neutrality shall be all promoted. 

There has been a discussion on what 5G will bring in addition to past mobile generation. On the                  
one hand, operators tend to consider that 5G will be quite distinct from previous technologies               
since it is not about going faster but having more control on many parameters. It may also offer a                   
better reach to rural areas.On the other hand, emphasis has been put on the fact that 5G, just as                   
4G, needs infrastructures and deployment. 

Regarding the European Open Internet Regulation, operators considered 5G as an opportunity to             
clarify the standards already integrated in the framework. Instead, representatives from civil            
society and academia highlighted that the framework is technologically neutral and that it is up to                
5G to be brought in line with the guidelines. All speakers however agreed on the need to have                  
more guidance from regulators to operators when offering new services that enable innovation             
across a range of industrial and consumer sectors. 

Transcription 

Game Over IPv4: The need of IPv6 for the future of games 
IGF 2018 WS #306 

Theme: Technical & Operational Topics 
Subtheme: Internet protocols 

The representatives from the private sector, the government, the technical community, and the             
civil society discussed the problems caused by not deploying IPv6, focusing on the interactions              
between Internet Services Providers (ISPs) and online games companies. 

Due to the lack of deployment, many ISPs are using techniques to extend the life of IPv4, like                  
carrier grade network address translator (CGNAT) and other transition techniques, instead of            
using IPv6. The implementation of these techniques causes a series of connectivity problems for              
all Internet users especially for game players who need good connectivity in order to get a more                 
satisfying gaming experience.  

Additionally, game companies are also far behind in the IPv6 deployment. This situation forces              
the player to use IPv4 to connect to the game. 

As the panelists argued at the session, it is crucial that the Internet migrates to IPv6. However, in                  
some areas, such as in the online games’ area, this migration is taking longer than expected.                
There was broad support for the view that the total potential of the Internet can not be achieved                  
unless the IPv6 is effectively implemented in a near future. It was highlighted the importance of                
adopting a multistakeholder approach to solving the problem.  
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Transcription and session video 

Tackling Internet Disruptions via Multi-stakeholder Advocacy 
IGF 2018 WS #414 

Theme: Technical & Operational Topics 
Subtheme: Internet shutdowns 

The speakers representing civil society, the private sector and the intergovernmental           
organizations broadly agreed that Internet disruptions undermine human rights, and that           
pushback against them is most effective when a wide network of stakeholders collaborate             
together to conduct advocacy (e.g. private sector, technology companies, civil society, media            
groups, academia). Multi-stakeholder collaboration brings increased participation and enhanced         
understanding among different actors. Also, it can provide more leverage when disruptions occur. 

There was some discussion around whether litigation was a useful approach when disruptions             
occur. Some felt that there hadn’t been any results from undertaking litigation, while others stated               
that there had been some success from litigation efforts in specific country contexts (e.g. Ghana               
and Kenya).  

As for the potential next steps, it was identified the need to form national joint action committees                 
that include a wide variety of actors, i.e. academia, media, civil society, IT, private sector, telecom                
operators. Additionally, it was suggested the creation of legislation on the matter. 

Other recommendations were the integration of multiple stakeholders in designing a specific            
advocacy tool or approach, finding opportunities for shared learning, and increasing the diversity             
of private sector companies engaged in advocacy efforts (expand beyond telecom and IT             
sectors). 

Transcription 

Day three sessions - Wednesday, 14 November 

Core Internet values: link tax and upload filtering, friction & core values 
IGF 2018 DC 

Theme: Development, Innovation & Economic Issues 
Subtheme: Link Tax, legislation, filtering, copyrighted information 

The session focussed on specific laws: the General Data Protection Regulation, and the recent              
EU Copyright Legislation and the Directive of the European Parliament and of the Council on               
copyright in the Digital Single Market (specifically Article 11 and Article 13). According to the               
speakers (representatives from the academia, civil society and technical community), the           
legislation prepared by working groups of the European Commission and European Parliament            
have had a significant impact on core Internet values.  

It was stated that the GDPR reinforces core Internet values regarding user centricity whilst              
introducing borders to a borderless Internet. It therefore does not have a one-sided good or bad                
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influence on the Internet's development. However, how it is implemented will be the defining              
factor on whether its support of the core Internet value of user centricity outweighs its conflict with                 
a borderless Internet. 

The panellists maintained that Article 11 and 13 break a number of core Internet values. The                
mechanisms that are being developed in order to address an actual social problem are not               
intended to allow the network to work properly and mess with the Internet underlying technology. 

Among the potential next steps, the speakers identified the need to adequately inform users that               
this new legislation is detrimental to the Internet. Also, it was recognised that a lot more has to be                   
done in order to communicate the challenges posed by regulation issues that affect end users.  

Transcription and session video 

Main session on Technical and Operational Issues 
Content Blocking and Filtering: a challenge for Internet growth 

Theme: Technical & Operational Topics 
Main session 

The panel at this main session was integrated by members of the technical community,              
government, academia, civil society, and youth groups. 

The speakers argued that the challenge posed by harmful/unwanted content to preserve the             
open and stable Internet, requires an understanding of the network architecture and its operation.              
Also, equally important is the adhering to standards and the appropriate use of Internet protocols               
when reviewing the design and adoption of regulatory frameworks, definitions around content            
production, etc. As stated by the panel, fast and hard approaches to deal with harmful/unwanted               
content on the Internet have unintended consequences and negative impact on its operations             
and limit its potential. 

Another issue raised was the intermediary liability in terms of the burden placed on network               
operators and its impact in the affordability reduction for users. The intermediary liability was also               
discussed regarding the unintended negative impact on how the Internet users, in particular the              
youth, can grow with a limited view of the world and other associated limitations such as                
innovation or exchange of ideas. 

As the best way forward to tackle the challenge pose by harmful/unwanted content requires              
dialogue, collaboration and due process, the IGF offers a unique space to bring together the               
views, knowledge and expertise from different stakeholders and disciplines to understand the            
problems and come with solutions. 

Transcription and session video 
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Local content: a unique opportunity for underserved regions 
IGF 2018 WS #186 

Theme: Media & Content 
Subtheme: Local content & multilingualism 

Since the session format was “Birds of Feather”, there were no speakers, but experts from the                
technical community, academia and civil society who contributed to the discussion by giving their              
lightning and/or the result of their findings to frame the debate. 

Three main issues were raised at the session. It was stated that underserved regions do not                
produce local content in local languages for the use of the population at the grassroots’ level. The                 
lack of reliable and affordable connection in these regions is a barrier for the development and                
the use of local content. Furthermore, there is insufficient national public policy support for the               
production and the dissemination of the local content. 

The participants addressed a series of aspects related to the production of local content for               
underserved regions and communities. One of the issues discussed was the how the recent              
evolution of the Internet (such as IPV6, new gTLDs, IDNs) allows a unique opportunity for the                
underserved regions to develop local content in local languages conceived for the need of their               
populations. In this vein, the attendees also talked about the open source software solutions for               
the development of local content. It was remarked that open source solutions can help local               
technical communities access cutting-edge tools in tight markets to produce local content.  

Additionally, some local content success stories were shared and the participants discussed the             
role played by the global digital platforms (Netflix, Spotify, iTunes, Amazon, etc.) in the global               
cultural offer. 

Transcription and session video 

Technological Innovation and Internet Governance Rules 
IGF 2018 OF #20 

Theme: Evolution of Internet Governance 
Subtheme: Internet Governance Norms and Rules 

The session featured a panel integrated by members from the technical community, academia,             
and government. The speakers showed a broad support for the view that the energization level of                
the Internet is playing an increasingly important role in driving and leading economic and social               
development. Consequently, a digital world of mutual trust and collective governance is needed. 

Many indicated that there are several current non-technical issues in the Internet governance             
discussions. Hence, there is a clear need for more interdisciplinary discussions and research to              
promote the sustaining development of the Internet. 

The 5th World Internet Conference (WIC) was also discussed by the panellists. Many considered              
that the Conference has formed some important achievements.The WIC reflects both           
opportunities and challenges brought by the Internet to social development and national            
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governments. Besides, there is still a lot of room for improvement. In particular, more countries               
and international organizations should participate in the WIC. 

In terms of recommendations, it was suggested that the international community should work far              
more closely to deepen strategic mutual trust and to improve the global Internet governance              
mechanisms. 

Transcription and session video 

Whois collected, disclosed and protected: CERTs viewpoint 
IGF 2018 WS #50 

Theme: Cybersecurity, Trust and Privacy 
Subtheme: Data privacy & protection 

The session touched on the difficulties of implementing the GDPR in the context of the WHOIS                
databases, however, the main focus was on issues around accountability online. 

The speakers representing the technical community, academia and civil society acknowledged           
that the implementation of the GDPR has raised questions about the use of, access to and                
distribution of the WHOIS databases. While these questions are still to be resolved, the CERTs               
that rely on this information are very concerned that any steps that interrupt their easy access to                 
critical information will hamper their ability to carry out security practices and respond to              
incidents. 

Although law enforcement can still access WHOIS databases, the process is now slower and              
more cumbersome than before producing negative implications for investigations. At the session,            
some speakers recognised that CERTs do qualify as ‘legitimate interest’ under the GDPR and              
therefore, should still be entitled to access the WHOIS databases. Indeed, CERTs are clearly              
identifiable within their community and their accountability is recognised in terms of protecting             
sensitive data. 

It was suggested the need to devise a system of due process that can operate globally, including                 
clear checks and balances to define who are the actors, what are their interests and what                
information they should have access to, including clear safeguards against abuse. In this vein,              
the administrators of WHOIS databases need to have a clear understanding of the range of ways                
in which the information they collect and control can be abused by those who can access it. They                  
should work collaboratively with law enforcement and human rights protection groups to develop             
adequate safeguards that allow CERTs to continue their work without undermining users rights. 

Transcription and session video 

IGF 2018 LAC Space 

The IGF LAC Space seeks to be a meeting point between MAG members and the community of                 
Latin America and the Caribbean. Its aim is to provide assistance in order to produce workshop                
proposals of regional interest and generate a space for exchange between the LAC organizations              
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and the broader Internet community. During 2018, the LAC Space group has conducted a series               
of webinars and also held its third face-to-face meeting at the IGF 2018. 

At the IGF 2018 LAC Space meeting, Latin American and Caribbean organizations from the              
technical community and other stakeholders groups —such as LACTLD, LACNIC, ICANN, ISOC,            
LAC-IX, ASIET, ALAI, Derechos Digitales, Access Now, CETyS, SSIG, and Sulá Batsú—            
presented its updates and ongoing projects, exchanged their views on the current Internet             
discussions, and reinforced the cooperation within the region. 

Session video 
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